=)
BEa2a

A B C O Nn WO T

CETb LORAWAN

HA BA3E OBOPYOJOBAHWA
[MPOIMPAMMHOIO OBECTTEHEHWNA
CEPUN IOT VEGA

PyKOBOACTBO
MO Pa3BOpPaAYMBAHUIO N HACTPOUKE

B aHHOM pyKOBOACTBE MOAPOBHO ONMMUCaH NpoLecc
pa3BopayMBaHUs U HaCTponkm ceTn LoRaWAN,
BKJ/IIOYAIOLLMIA NMepBOHaYanbHyO HACTPOMKY CepBepa,
NoAK/oYeHe 6a30BOM CTaHUMU, NOAK/IIOYEHNE
OKOHEYHbIX YCTPOMCTB K CeTU C UCMOJIb30OBAHNEM
NpPOrpamMMmbl aAMUHUCTPUPOBAHNSA CepBepa.

Wwww.vega-absolute.ru



CeTb LORaWAN / PykoBOACTBO MO pa3BOpayYmMBaHMIO N HACTPOIKe

NMHdopmaumsa o LOKYMeHTe

CeTb LORaWAN Ha 6a3e o60pyanoBaHUs U

3aronosoxk nporpaMmmHoro otecneveHus cepum |OT Vega
Tun LOKYyMeHTa PykoBoACTBO

Kon noKyMeHTa B02-bCK-X-01

Homep 1 nata nocnegHen pesmsnm 01 o1 22.02.2018

Carels AJOKYMEHT NPUMEHUM K CNIEAYIOLLNM yCTpOl7ICTBaMI

Ha3BaHue nuHenku

ba3zoBble cTaHUUM

HasBaHue ycTponcTBa

Bera bC-1, Bera bC-2, bC-1.2, BC-2.2

OKOHeuHble yCTPONCTBa

Bera CW1-11, Bera CN-12, Bera C-13-232,

Bera CN-13-485, Bera CN-21, Bera TI1-11,

Bera T-11, Bera M-BUS-1, Bera M-BUS-2,

Bera TC-11, Smart-MC0101, Smart-AS0101,

Smart-MS0101, Smart-SS0101, Bera GM-2 v np.

VicTtopus pesnsnm

Pesusna [ara Mma  KommeHTapum
01 22.02.2018 KEB [aTa co3naHnsa LOKyMeHTa
2

] PeBunsuma Ne 01 ot 22.02.2018



Bera CW-11/PykoBOACTBO MO 3KCMayaTaumm OX Beaa

OIrJTABJIEHUNE

(@391 =132 1= =SSR 3
BBEIEHIME ...ttt bttt h et bbbt bR h e H et b h R s b At eh R s b bt e R bt bt bt eh e bt en e bt e bt bt enenn 4
1 O6LLEE OMUCAHME YCTPOMCTBA COTU .oouveuviiiruieuieniertatesteatesseestestessestessessesseeseessessessessessesseessensensansessessesseessensessessessessessesssensans 5
2 Heo6X0ANMBIN MUHUMYM LJIS1 MIOCTPOEHMA CETM .uviueueiinienirriniesessesestssessesessesseneesassenessessensesessensesessensesessensesessensenessensenens 6
I3 I LT o Yo YT T 1IN o= 1 SRR 7
DTAN L - IOT V@G SEIVET ...ttt sttt ettt et st e st s ae et e e st e st e te st e besse et e e aeeneen s e senbesaeebeeaeenteneensebeseeebesneenteneansan 7
DTAN 2 - BABOBAA CTAHLIMS ....euieniiieie ettt sttt ettt et e e s et s bttt e st e st et e st e be s st ebeeneeneen s e senbesae et e eaeentensensebeseesbesneentensansan 9
[IOT V@G AGMIUNTOOL ...ttt b e e bt heeat et e b e b e s bt eh e eae e st ea b e e e besbeebeeaten b et e st e besbeebe et eneenes 13
O7an 3 - [TOAKTIOUEHNE OKOHEUHDBIX YCTPOMCTB ..c.veueerirreueerinreaeeserteseesessessesessessesessesesessessesessesesesstasesessssesesssnsessssessenesnen 16
O7an 4 - YCTaHOBKA O60PYAOBAHMSA HA MECTO €O PABOTDI ....cuevuiueeririinieririeeesessesesessessesessensesessesesessessessssessensesessenseses 19

Pesuaus Ne 01 oT 22.02.2018 3



"3" Beaa CeTb LORaWAN / PykoBOACTBO MO pa3BOpayYmMBaHMIO N HACTPOIKe

w A B C O N ©O T

HacTosllee pykoOBOACTBO pacnpOCTPaHSEeTCs Ha 060pYyA0BaHME M MPOorpaMmMHoe
obecneyvenme npomnssoactea OO0 «Bera-AbcontoT» 1 onpeaenseT NopsaoK pa3BopayYMBaHMS

cetn LoRaWAN c ncnonb3oBaHMeM AaHHbIX NPOAYKTOB.

PyKOBOACTBO NpefHa3sHa4vyeHo Aas CrneumanncToB, MMeLWMX OnbIT paboTbl CO Cpeaom
Linux, ceTeBbIMU NOAKIOYEHUSAMMN, 1 MUHUMASTbHBINA OMbIT aAMUHUCTPUPOBAHNS CETEWN.

B npouecce HAcTpoOWKM U pa3sBOpaAYMBAHUA CETU MOTYT BO3HUKHYTb
CUTyauuun, He NPeAyCMOTPEHHble B JAHHOM PYKOBOACTBE, MO3TOMY ANs
rapaHTUPOBAaHHOrO  pe3ynbTaTa  pa3BopayuuBaHME CeTU  AOJDKHO
OCYLLECTBASATbCA KBaNUPULUUPOBAHHBIMU CMELUAINCTaMU

PeBunsuma Ne 01 ot 22.02.2018
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1 OBLLEE ONNCAHWE YCTPOWUCTBA CETU

CeTb LORaWAN 370 pagnoceTb. ObLieHNE MeXAY OKOHEYHbIMM YCTPONCTBAMMU U
CepBepOM OCYLLECTBASETCS Yepes peTPaHCAITOPbl PAANOCUIHANA, B POIN KOTOPLIX BbICTYNAOT
6a3oBble cTaHunu Bera BC-1 nnun Bera bC-2.

BasoBble CTaHLIMWN 3aPEerMCTPUPOBaHbI HAa CEPBEPE U UMEIOT MPUBA3KY K CEPBEPY.
OKOHEeYHble YCTPONCTBA 3apPerncTpMpOBaHbl Ha CEPBEPE N MMEIOT NPUBS3KY K CEPBEPY.

Mexay 6a30BbIMW CTaHUMAMU N OKOHEYHBIMU YCTPOMCTBAMM HUKAKOM KOHKPETHOM
nNpurBa3kM HeT. ba3oBas CTaHUMs NepefaeT coobLLeHMs C cepBepa B 3PUp, a BCE OKOHEYHbIE
YyCTPOWCTBa B paAaMyce pacnpOCTPaHEHNS CUTHANa MPUHUMAIOT 3TU COOBLLEHNS. Takxe 1
HAaObOPOT, OKOHEYHOE YCTPONCTBO NepefaeT CoobLeHMs B 3OMP, a BCe 6a30Bble CTaHL MK
NO6AM30CTU MPUHNUMAIOT 3TU COOBLLEHUS U MEPEAAIOT Ha CEPBEP, K KOTOPOMY MPUBSA3AHDI.

CoobleHns coaepxaTt MAeHTUPUKALMOHHYIO MHPOPMaLMIO, MO3TOMY CEPBEpP He
ob6pabaTbiBaeT COOBLLEHNSI C YCTPOWCTB, HE 3apPErMcTPMPOBAHHbIX Ha JAHHOM CEepBEPE, TaK e
N OKOHEYHble YCTPOMNCTBa He 06pabaTbhiBAtOT COOBLLEHNS, NPeAHa3HaYeHHble AN ApYroro
OKOHEYHOro yCTPOMNCTBA.

‘ 10T Vega
“’6 AdminTool

OKoHeyHoe .

YyCTPOMUCTBO é r

10T Vega Pulse

ba3oBas cTaHuus

10T Vega Server

OKoHeYHoe o
YCTPONCTBO QQ l
CtopoHHee

npunoxxeHue

TakMM 06pa3oM, MOCTPOEHME CETU HAUMHAETCA C OPraHn3aLMmM cepeepa Ha NOAXOASALLIEM
NS 3Toro o6opyaoBaHum. CepBep AOMKEH PaboTaTb KPYrIOCYTOYHO Ans o6ecrnedyeHns paboTbl
ceTu.

[lanee Heo6xoAMMO O6eCreUYnTb CBA3b 6GA30BOM CTAHLMKM U CEPBEPA, MOC/E YErO MOXKHO
Ha4yMHaTb MNOAKIOYATb OKOHEYHbIE YCTPOMCTBA.

Pesuaus Ne 01 oT 22.02.2018 5
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2 HEOBXOAUMbIN MUHUMYM 0N NMOCTPOEHUNSA CETU

MporpaMmHoe obecrneyeHue

|IOT Vega Server

IOT Vega AdminTool

IOT Vega Configurator

Opaneep anga COM-nopTa

Hpaneep ana USB

PuTTy nnm nobas apyras TepMrHabHas nporpaMmma aas padoTbl no SSH
O6opynoBaHue

basoBas cTaHUmMS

AHTEeHHa

POE-apanTep

KoMnbioTep € BbIXOAOM B VIHTepHeT
CeTeBoOe 060pyaOBaHME

OKOHeYHble yCTPOMNCTBA (OMUMOHANBbHO)
HokymMeHTauus

PykoBoacTteo Ha IOT Vega Server

PYyKOBOACTBO Ha 6a30BYIO CTaHLMIO

PYyKOBOACTBO Ha OKOHEYHble YCTPONCTBA (ONUMOHANBHO)

[Mpouyee

Ka6enb mini-USB gns nogkntoyeHns 6a3oBOM CTaHLUMM K KOMMbOTEPY

Ka6enb micro-USB aong noakntovyeHns HEKOTOPbIX OKOHEYHbIX YCTPOMCTB (OMUMOHANbHO)

[MporpaMMHoOe obecneyeHre n JOKYMEHTaUMIO MOXHO HaWTU Ha canTe iotvega.com.

PuTTy - ceob6oaHO pacnpocTpaHsemoe 10, KOTopoe MOXXHO HaMTU Ha canTe
pa3paboTymKa.

6 ] PeBunsuma Ne 01 ot 22.02.2018
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3 MPOUECC NOCTPOEHNA CETHU

|_|OCTpO€Hl/Ie CeTN OCYLLUECTBNIAETCA B HECKOJIbKO 2TaloB.

1.
2.
3.

YCTaHOBKa M HaCTpOMKa cepBepa.
MoakntoyeHmne 6a30BOMN CTaHLUMKM K CEPBEPY.
MoakntoyeHMe OKOHEYHbIX YCTPOMCTB K CEPBEPY.
4. YCTaHOBKa O60OPYAOBaHMSA HA MECTO ero paboTbl.

MpuyeM nepBblit 3Tan HEO6XOAMMO OCYLLECTBAATb Ha KOMMbOTEPE, KOTOPLIN
BMOCNEACTBUM CTAaHET CEPBEPOM N BYAET KPYrNOCYTOYHO paboTaTh.

BTopon wn Tpetun 3Tanbl MOXHO OCYLLEeCTBASTb B J/IO6OM YyAOOHOM MecTe C
KOMMbIOTEPOM, MOAKIOUYEHHbBIM K CETU MIHTEepHeT.

YeTBepTbi 3Tan OCYLLLECTBASETCS Ha MECTax YCTaHOBKM KOHKPETHbIX YCTPOWCTB.
OTAM 1 - 10T VEGA SERVER

[Mocne ckayMBaHUA apxMBa C HYXHOW BepCcuen cepBepa, CnefyeT pacrnakoBaTb apXuB,
3aMTM B ManKy W OTKPbITb Gann settings.conf B Nt060OM TeKCTOBOM pegakTope. [aHHbin dann
COOEPXKUT HaCTpomku cepBepa. Comepxmmoe damna npmeedeHO HuxKe. KpaCHbIM BblaeneHbl
CTPOKW, B KOTOPbIX CneayeT MPOU3BECTU W3IMEHEHWUS, CUHUM OTOBpPaXKEHbl KOMMEHTapUK
danna, 3eI€HbIM KOMMEHTaPUN AAaHHOIO PYKOBOACTBA.

# Host connection settings

[host]

# IP-address for UDP connection (gateway connection)

ip=127.0.0.1 - 34ecb HyXHO yKa3aTb IP-agpec KoMnbwTepa, Ha KOToOpom byaeTt
pacnosioxeH cepsep

# Port for UDP connection (gateway connection)

udpPort=8001 - >TOT nNOpT ucCnNonb3yeTcA ANA NOoAKJWYEeHUA 6a30BbIX CTaHUUWA K
cepBepy

# Port for TCP (WebSocket) connection

tcpPort=8002 - >TOT nNOPT WUCMNONMb3yeTCA  BHEWHUMU TMPUIOKEHUAMU,  OH
NnpUroguTCA Npu noakNw4YeHun K cepBepy 4Yepe3 IOT Vega AdminTool

# "path" part of webSocket address

webSocketPath=/

# Flag of using SSL encryption for WebSocket

useSSL=0

# SSL certificate filename (certificate must be in server’s directory)

certFileName=cert.crt

# SSL key filename (key must be in server’s directory)

keyFileName=key.key

# LoRaWAN network settings

[lora]
# LoRaWAN network identifier (should be random between 1 and 127)

Pesu3ans Ne 01 oT 22.02.2018 ‘ /



"o“l Beaa CeTb LoRaWAN / PykoBOACTBO MO pa3BOpaumBaHMIO 1 HAaCTPOIIKe

networkID=1 - wuaeHTuduKaTOp cCeTU cnegyeT MeHATb B TOM C/ay4ae, ec/au
no6ansocTn opraHusoBaHo 6onee OAQHOW CeTU, B OCTajlbHbIX C/Ay4asX B OTOM HeT
HeobxoaAnMoCTH

# Flag for using Plug-and-Play gateways function.

# If this value is 1, server would automatically append all gateways
which connected to one

usePnPGateway=1

# Super user options

[root] B  OAQHHOM  pa3fene  HyXHO  3a4aTb  JIOTMWH M naponb  AnA
cynepnonb3oBaTenA, 3TU JaHHble OyayT uMCNonb30BaTbCA Mpu obpaweHun K cepBepy
yepe3 npunoxeHne IOT Vega AdminTool

# Login for super user

root=root

# Password for super user (recommendation: change this password to your
own)

password=123

# Console settings (volume of debug information)

[console]

# Maximum level of console messages that will be shown (levels of
messages represented below)

maxMsglLevel=20

# Maximum level of console messages that will be saved into LOG file
(levels of messages represented below)

maxLogMsglLevel=0 npu nepBoHa4yanbHON paboTe C CEeTbW ANy4ywe MU3MEHUTb 3STO
3HayYeHMe Ha 20, 4Tobbl B fNOr-gain BbIBOAWIOCHL KaK MOXHO 6onbwe uHbOopmauuu AnA
AanbHehwnx obpaweHnihi B cnyxby noadepxku; Korga ceTb CTabunbHo paboTaeT w
KO/IM4EeCTBO YCTPONCTB BO3pacTaeT MHOrMOKpaTHO, €eCTb CMbIC/I MOHWU3UTb YPOBEHb
MHOOpPMaATMUBHOCTK nor-danna AnAa b6onee nerkoro noucka no danny

# Console message levels:
# errors =0

# uplink =1

# downlink = 2

# warning = 3

# info = 4

# debug = 20

# External DataBase settings

[external_db] B paHHOM pa3pene cnepyeT NpoOvM3BOAUTb W3MEHEHUS TOJIbKO B TOM
cny4ae, ecnu Bbl NAaHUMpyeTe HacTpauBaTb paboTy C BHewHelW 63301 [aHHbIX; MO
YMONYaHu BHewHAs 6a3a AaHHbIX OTK/AKYeHa, a cepBep paboTaeT ¢ cobcTBeHHOM 6a3oM
AaHHbIX

# Flag of using external DB

useExternalDb=0

# Type of external DB. Supported only next types:

# MYSQL

# SQLITE

typeExternalDb=MYSQL

# Name of external DB (schema's name for MYSQL)

nameExternalDb=server

8 ] PeBunsuma Ne 01 ot 22.02.2018
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ipExternalDb=127.0.0.1
portExternalDb=5505

userExternalDb=admin
passwordExternalDb=admin

Mocne BHeCeHWs HeO6XOAMMbIX WM3MEHeHW dann HacTpoeK CcrelyeT COXPaHUTb U
3aKPbITb.

[nsi KOppeKTHOM paboTbl CepBEpPa HY>KHO TakXe YyCTaHOBUTb AparBepa openSSL v msvc
c++ 2013, nankm ¢ KOTOPLIMU HAXOAATCS B KOPHEBOW Narnke cepaepa.

[Tocne 3TOro MOXHO 3anycTuTb damn iot-vega-server.exe n ybeamTbCs, YTO cepBep
paboTaer.

[® C:\Users\Helen\Downloads

I0T Uega Server 1.1.5

INFO: Table gueuetransmit is cleaned
INF0O: Tabhle "bufMacDevParams" iz cleared
INFO: UdpServer state changed: 4

UDP zocket has opened. IPI[122.168.0.77:-8001 1
WebhSocketServer has opened. Port[BOD2 ]

O KoppekTHoM paboTe cepsepa rosopsaT cTpokun UDP socket has opened w
WebSocketServer has opened, a Takxxe OTCYTCTBNE KaKUX-TMOBO COOBLLEHNIN 06 OLINOKAX.

3aKpbiBaTb CEPBEP HE HY)KHO, OH HEOHXOAMM AN PabOTbl CETU.

OTAI 2 - BA3OBAA CTAHUNA

Mocne 3anycka cepBepa MOXHO MPUCTYMaTb K MOAKMOYEHUIO U HACTPOWKe 6a30BOWM
CTaHuuu. [Ons NoAKAoYeHUs 6a30BOM CTaHLUMM K KOMMbIOTEPY MNOTpebyeTcs YCTaHOBUTb
npaveep ang COM-nopTa (ero MOXHO CKavaTb Ha canTe iotvega.com cO CTpaHuUbl 6a30BOM
CTaHumM). Takxe HeobxoaMMa TepMUHanbHaa nporpamma PuTTY wunm nobas  opyras
TepMUHaNbHasg NporpamMmma C NoOALEPXKKOW NOoAKIOYeHMs No SSH.

[MogkntoveHne OCyLECTBNIAETCA B Cnegyrouem nopsdagKe:

1. TMoaknounTb 6a3oByto cTaHumo K POE-aganTepy.

PeBun3uns Ne 01 ot 22.02.2018
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2. Mopkntountb POE-apnantep kK LAN pasbemy ceTeBoro o60pyaoBaHMs U NOAKIOYAUTL B

CETb N1EKTPONMNTaHWNA.

W

MoakNtoUYMTb 6Aa30BYIO CTAHUMIO K KOMMbtoTepy no USB.

4. YctaHoBuTb apameep ang COM-nopTta. B gucnetyepe yCTponCTB B pasgene «[1opTbi»
yb6eanTbcd, 4To nosieuncs COM-nopT NoaKNtO4YEHHOM 63a30BOM CTaHLMWN M 3aNMOMHUTD

€ro HomMep.

5. OTKkpbITb Nporpammy PuTTY, BbINOAHWUTb MOAK/IOYEHME MO MOCAEAOBATE/IbHOMY
NOPTY COrNacHO PYKOBOACTBY MO 3KCMAyaTauUmMmn 6a30BOM CTaHUMN.
6. lNocne aToro oTKpbITh Nporpammy PUuTTY, Bbi6paTh cnocob noakntodeHus Serial,
BBECTW HOMep BUpTyanbHoro COM-nopTa 6a30BoM CTaHUMM KU cKopocTh (115200) B

COOTBETCTBYIOLWMNE MOJIA.

ﬁ PuTTY Configuration
Category:

[=]- Session
_@lng
=~ Teminal

- Keyboard
— Bell

- Features
= Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours
= Connection

. Data

- Proxy

- Telnet

- Rlogin
E-S5H

- Seral

Basic options for your PuTTY session

ecify the destination

U want to connect to

"

52 |

About

Serial line Speed
COomM33 115200
Connection type:

(T1Raw () Telnet () Rlogin ) SSH | @) Seral

Load, save or delete a stored session

Saved Sessions

cubie

Default Settings

Close window on exit:
) Never

) Mways

Save

Delete

@ Only on clean exit

IIg
&

Open

I

Cancel

7. Tlocne yero HaxaTb Open.

[Mocne noakMovYeHus K 6a3oBOM CTaHLUMKM NOSIBUTCS OKHO TepMuHana PuTTY, rae Hy»HO
BBECTM JIOIMH M NapOsib, YKa3aHHble B dalsie HaCTPOEK cepBepa.

PeBunsuma Ne 01 ot 22.02.2018
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E& COM33 - PuTTY o || =] ==
P

8. Tenepb MOXXHO NPOW3BOANTb HACTPOWMKM.

[Mporpamma Packet forwarder 3anyckaeTcs aBTOMaTUYECKM NpK CTapTe cucTeMmsl. [lepes
TeM, KaK HaCTpamBaTb 6a30BYIO CTAHLMIO HY>KHO 3aBepLUnTb Nnpouecc Packet forwarder, Habpas
KOMaHAay:

/etc/init.d/lora_watchdog stop

P 1

COMMO - PuTTY = || 3| R

ﬂ,J'IFI N3IMEHEHNA HAaCTPOEK H606XO,EI,I/IMO B TEPMUNHANE Ha6paTb KOMaHOy:
nano LoRa/packet_forwarder/lora_pkt_fwd/global_conf.json

Jlnctaem ¢pann HaCTpOeK BHMU3 A0 CTPOYKM gateway_conf.

PeBun3uns Ne 01 ot 22.02.2018 1
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=10l x|

...ket_ftorwarder /Tora_pkt_fwd/global_conf.j -

dress,/p , or overwrite in local_conf$§

wing parameters for your network

Read File B r Page @A Cut Tex s Cur Pos
W e Is [ X age QN uncut Textly) To spell -

B naHHOM pasgene HyXHO yka3aTb IP-agpec n UDP-nopT cepBepa, ykasaHHble B danne
HacTpoek cepBepa settings.conf.

MopT yKa3biBaeM [ABaxkAbl, B CTPOYKax serv_port_up v serv_port_down oauH 1 TOT xe.

GNU nano 2.2.6 File: ... ket_forwarder /Tora_pkt_fwd/global_conf.json Modified Ja

/ports, or overwrite in local_conf$

or your netw

( Help ut ] ile r Page @A Cut Text [ Cur Pos
d EXTT Wnere I: Page @i UnCut Textld] To Spel -

[Tocne BHeCEHUS M3MeHeHWM HaxaTb ctrl+X — BbiIxond M3 ¢anna. Ha npennoxeHHbIn
BOMPOC O COXPaHEHUN USMEHEHUIN HaXaTb knasuwy Y. lNoareepaunTs Knasuwen Enter.

Mocne n3mMeHeHUs HaCcTpoek 6a30BOM CTaHLIMM HEO6XOAMMO CHOBA 3aMyCTUTb MPOLLECC:

/etc/init.d/lora_watchdog start
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Bera CM-11/PykoBOACTBO MO 3KCrUlyaTaLmm ) Beea

P

COMMO - PuTTY = || 3| R

Mocne vero npouecc Packet forwarder 6yneT 3anyweH ¢ HOBbIMW HACTPOMKAMM.

B OkHe cepBepa NOABMTCH 3anMCb O MOAKAKOYEHHOW 6a30BOM CTaHumn. ObpatuTe
BHMMaHME Ha 3HadyeHMe OTKaMKa (napametp LATENCY), OH MoOXeT BapbMpOBaTbCA B
3aBMCMMOCTK OT KayecTBa cBsA3m oT 0 no 100 no cetun Ethernet n ot 100 go 500 no cetn 3G B
nopsaKke HOPMbl,

W c:\Users\Helen\Downloads

I0T Uega Server 1.1.5

INFO: Tabhle gueuetransmit is cleaned
INFO: Table "bufMacDevParams' iz cleared
INFO: UdpServer state changed: 4

UDP zocket has opened. IPI[192_168_0_.77:8001 1]

WebhSocketServer has opened. Port[BOOZ2 ]

INFO: Mew Plag_and_FPlay gateway [000060640544736F]1 has bheen regizstered
>> DD0DO60640544736F | LATENCY 47 <<

CepBep 1 6a30Bag CTaHUMS APYr Apyra BUOST, MOXHO 3akpbiTb PUTTY. CepBep AOMKeH
OCTaBaTbCst OTKPbITbIM.

IOT VEGA ADMINTOOL

OTKpbITb MaNKy C nporpaMmmon, Hantu damn config.js M OTKPbITb C MOMOLLBIO NO6Oro
TEKCTOBOTO pefakTopa. B faHHOM danne BCero ABe CTPOYUKMU:

const address _ws = 'ws://127.0.0.1:8002";
const demo user = false;

M3meHuTb cnenyet IP-agpec n HoMep nopTa B COOTBETCTBMMU C YKazaHHbIMU B dawsie
HacTpoe cepBepa settings.conf, HO B 3TOT pa3 HY>XHO Mcnosb3oBaTb TCP-nopT. Nocne yero
COXPaHUTb U 3aKpbITb dan.

3anycTtuTtb dann index.html ¢ nomoLbo ntob60oro 6paysepa. OTkpoeTcs web-cTpaHMua C
MaHesblo BBOAA NOTrMHa W napons. lNepBbiM AeNoM cnefyeT Ha)aTb KHOMKY B BUE LIECTEPEHOK.

PeBun3uns Ne 01 ot 22.02.2018 13
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Authorization IOT Vega Server

Login

Login
Password

Password

:

[TOSBNTCSA CTPOKa C alpeCOM U NMOPTOM CEPBEPA, YKa3aHHbIMK B ¢palsie HaCTPOeK
config.js, a TakXe 3HaYOK MOAK/IOYEHMS K CepBepy. 3eN1€HbIN 3HaYOK O3HaYaeT yCrnelwHoe
noakn4yeHue.

Authorization IOT Vega Server

Login

Login
Password

Password

WebSocket addrpss @

ws 192168 0778002 =

«

B nons Login n Password Heo6xoaMmMo BBECTU NOMUH W MAapOb, YKa3aHHble B danne
settings.conf cooTBeTCcTBEHHO. HaxaTb KHOMKY Sign in.

MNpunoxenue IOT Vega AdminTool 3anyLieHo.

Bo Bknaake Gateways MOXHO YBMAETb MOAKIOYEHHYIO 6A30BYIO CTAHLMIO.
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CONNECTED GATEWAYS [+ |
Gateway ID Comment ~ Active Latency
0000606405447 356F PnP_GW_000060640544736F ® 1 o (]

B konoHke Active oTob6parkaeTcs cTaTyC 6a30BOM CTaHUMK, 3€N1€Has ralovka O3Ha4vaeT,
4YTO 6a30Bas CTaHUMS NepelaéT faHHbIe Ha CepBep.

Pesu3ans Ne 01 oT 22.02.2018 15
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3TAMN 3 - NOAK/TKOYEHUE OKOHEYHbIX YCTPOUCTB

MNepen nNepBbIM NOAK/MOYEHMEM YCTPOWCTBA K KOMMbIOTEPY HEOHXOAMMO YCTAaHOBUTH
apameep ang COM-nopTta stsw-stm32102, KOTOpbIM MOXHO CKayaTb Ha canTe iotvega.com.
Mocne 3anycka ncnonHsemoro darna VCP_V1.4.0_Setup.exe nosBMTCS OKHO YCTaHOBLUMKA:

B 3TOM OKHe HY»XHO HaxaTb kKHOMKy Next, 3atem Install, nocne yero HauyHéTCS yCTaHOBKA.
MO OKOHYaHWM NMOSBUTCS OKHO YCMELHOrO 3aBEPLUEHNS YCTAHOBKM.

Mocne HaxaTma Finish gpaiBep rotoB K paboTe, - MOXXHO NOAKIOYATb OKOHEYHbIE
ycTpomncTea no USB.

Bce OKOHe4YHble yCTPOMCTBa HAaCTPaMBAOTCA C MOMOLLbLIO nporpammsbl «Vega LoRaWAN
Configurator» npwn nogkntoyeHnn Kk komnbtoTepy no USB. TlMporpamma «Vega LoRaWAN
Configurator» He TpebyeT ycTaHOBKW. [1pn 3anycke MCNonaHAeMoro dannia nosBaseTCs OKHO
PaboTbl C MPOrpamMmMon.

Ona noaokntoyeHns K yCTpOPICTBy HEOBXOAMMO BbIMONHUTD cneaywouwmne warnu:

1. MoakntounTtb USB-Kabenb K yCTPONCTBY.
2. 3anycTtutb nporpammy «Vega LoRaWAN Configurator».
3. HaxaTtb KHOMKy «[1OAKNIOYNTLCA» B MEHIO CNEBA.

[MporpaMma aBTOMaTUYECKM PaCMO3HAET TUM YCTPOMCTBA, N MEHIO BbIbOpa YyCTPOMCTBA
CTaHeT HEAKTUBHbIM.

10l

B Eaa Ill.HHdJODMaLMﬂ L{_:'RaHav:rpoﬁm LoRaWWaN T“’Bera M-BUS-1 Asbik:| Russian ¥

A B C O N W©OT
Petim;

MpocToit - Device address: 0067074F Device ELL: 353037357A375E15

HarHbie ana ABP Aartbie ana OTAA

Mogens yoTpolicTsa Application session key: 4A001700353037353037471565677E4A Application EUL: 4D2D425553203120
Bera M-BUS-1 Metwork session key: 30374715353037354A0017007A375E15 Application key: JA375015000000007A3750151F50205F

Jﬂ(-g}{m—j.un'rb[; WMHdopMawa of yoTpoicTee WHibopmaLma o ceTu

X OTKAOUMTLER Mogens ycTpoiicTea: Bera M-BUS-1 CTETYC NPUCOSAMHEHNA: He B ceTH
Bpema ycTpoiicTea (UTC): 05.03.2018 04:15:15 Device address: 00000000
Bepaoua NO: VEGA M-BUS-10.11 [EpaHTHIAHEIA CYETUMK NAKETOE: 17

12406H0BMTE NpowMBKy (=) MpucoennHMTECR K ceTh

C¥onyunts HacTpoiirn

& TIpUMEHHTE HACTPOIKN
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Bcé, 41O HyXHO A1 NOAKMIOYEHUS YCTPOMCTBA K CE€TUM HaxoAMTCS BO BKJaAKe
«VHpopmauuma».

Ill.HHd:lopnauMﬂ L:ﬂ_:l:RaHacrpoﬁm LoR.aWWAM ﬂTBera M-BUS-1 Asbik:| Russian ~
laHHeIe ana ABP NanHee ans OTAA
Device address: 0067074F Device EUL: 353037357A375E15
Application session key: 4A001700353037353037471565677E4A Application EUL: 4D20425553203120
Metwork session key: 30374715353037354A0017007A375E1S Application key: FA375015000000007A3750151F50205F
MHpopMauma ob yoTpolicTee WHdopMaLwmA o ceTH
Mofens YCTPOIRCTES: Bera M-BUS-1 CTaTyC NpHCoedMHEHHA: He B ceTH
BpemMa ycTpoiicTea (UTC): 05.03.2018 04:15:15 Device address: 00000000
Bepaaa NO: VEGA M-BUS-10.11 TapaHTHIHBI CHETUMK NEKET0B: 17
1} 0BHOBHTE NPoWHBKY () MpUCoEAMHMTLCA K ceTH
DaHHble ana ABP - oToO6paxatoTca AaHHble, HeOOXoAMMble ANg  perncrpaunm

ycTpomncTea B ceT LORaWAN B pexunme aktmBaumm ABP (Activation By Personalization).

HDaHHble gna OTAA — oOTO6paxkaloTCs [aHHble, HeobxoAuMble ONg perncrpaunm
ycTpomncTea B ceT LORaWAN B pexunme aktmeaumm OTAA (Over The Air Activation).

Ona noaknoveHuss yctpomcTea K cepsepy B nporpamme |OT Vega AdminTool

HEOOXOAMMO nepenTn Ha BkNagky Devices n HakaTb KHOMKY n [TosBNTCS OKHO
NOAKIOYEHNS HOBOrO OKOHEYHOro YCTpoWcCTBa. [lons, o6s3aTenbHble A8 3anojHeHus
NoACBEeYEHbl KPaCHbIM LIBETOM. TakXe peKOMeHAyeTCs YKa3biBaTb MM AeBANCA, YTOObI MOXHO
OblIO OAHO3HAYHO WAEHTUPUUMPOBATL €ro npu O6O0JbLUIOM KOMMYECTBE MOAKIOYEHHbIX
YCTPOUCTB.

Knacc yCcTpomcTBa MOXHO MOCMOTPETb Ha canTe mnm B nporpamme «Vega LoRaWAN
Configurator» Bo Bknaake KOHKPETHOrO yCTPOWCTBA.

I||.b"IHdJopMaLu.nﬂ L:?._RaHECFDDI:ﬁKM LoRaWWAN T]TBera M-BUS-1 Hzbik:| Russian

Texylee cocToAHKE

Temnepatypa: o]
3apsaa baTapeu: 0
Knacc ycTpoicTBa: Knacc A

[Mocne 3anonHeHNs BCEX MONen HaxaTb KHOMKY Save. YCTPOWCTBO MOSIBUTCH B CMUCKE
YCTPOMUCTB.

CONNECTED DEVICES ﬂ

Device name DevEUI Last connection ~ Activation type

I end device 353037357A375ELS Undefined ABP | & e (%]

TLE
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B nporpamme «Vega LoRaWAN Configurator» HaxaTb KHOMKY «[1pncoeamHmnTbCs K
ceTu». Yb6eamTbCs, 4YTO MakeT npuwen Ha cepeep, B ctonbue Last connection nossutcs
MHPOPMaLMS C 0aTOMN U BpeMEHEM NoCeaHero nakeTa.

Tenepb MOXHO HaCTpPOUTb YCTPOMCTBO B nporpamme «Vega LoRaWAN Configurator» B
COOTBETCTBUN C PYKOBOACTBOM MO 3KCMayaTaLUMM Ha KOHKPETHOe YyCTPOMCTBO. [locne vero
OTCOEAVHUTb YCTPOMCTBO OT KOMMbIOTEPA.

Taknm 06pa3omM, MOXHO MOAKIOUUTD NIOBbIE OKOHEYHble yCTponcTBa K ceTn LoRaWAN.
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OTAM 4 - YCTAHOBKA OBOPYAJOBAHNA HA MECTO EITO PABOTDI

Tenepb, koroa cetb LORaWAN nocTtpoeHa v ycnewHO OJGYHKUMOHUPYET, HYXHO
pa3MecTUTb 6a3oBble CTaHLUMM U OKOHeYHble YCTPOWCTBA TaM, rae OHW 6yayT paboTaTb
NOCTOSIHHO.

PaboTa ceTn BO MHOIMOM 3aBUCUT OT MPaBUIbHOIO B3aMMHOIO PAaCMOIOXEHUS aHTEHHDI
6a30BOW CTaHUMN M OKOHEYHbIX YCTPOMNCTB. [pOBEPUTL KAYE€CTBO CUMHaNa MOXHO C MOMOLLbIO
TecTepa cetn LoRaWAN. lNMopsaok npoBeaeHUss paboT 3aBUCUT OT KOHKPETHbIX Lienew, ans
KOTOPbIX CTPOUTCS CEeTb, WM MOPSAOK pa3MelleHMs YCTPOMCTB WM aHTEHHbl BbibMpaeTcs B
COOTBETCTBUWN C HUMMU.

OCHOBHble peKkOMeHAaUMM MO pas3MeLLeHUIO aHTEHHbl [AaHbl B PYKOBOACTBE MO
aKCMAyaTauMm Ha 6a3oByto cTaHumo. Obliee NpaBMAO — aHTEHHa AOMKHA 6bITb PaCNONOXKeEHa
Ha BbICOKOWM TOYKE, Ha OTKPbITOM MPOCTPAHCTBE, YTOOLI HUYErO HE MELLANOo PacnpPOCTPaHEHMIO
CUrHana. Yem MoLlLHee aHTeHHa, TemM Janblle pPacnpoCTPaHAeTCs CUrHaa, Mo3TOMYy
PEKOMEHAYETCS MCMONb30BaTb aHTEHHY C yCUneHneMm, no KpanHenm mepe, 10 dBi. C Takomn
AHTEHHOW 30Ha MOKPbLITUS 6a30BOWM CTaHUMKM MOXeT AOoCTuraTb 5 KM B ropoge, u 15 km 3a
ropoaom. Takmm o6pa3omM, pasmellaTb aHTEHHY C 6a30BOW CTaHUMEN He 0653aTe/IbHO B TOM
Xe 30aHnK, rae 6yayT HaxoAUTbCs OKOHeYHble YCTponcTBa. Ecnn Tpebyetca obecneunTb c60p
JaHHbIX C ABYX 303HWUIM, HaXOAAWMXCS Ha yAaneHun 7 KM Opyr OT Apyra, TO 6a30BYIO CTaHLUMIO
MOXHO Pa3MeCTUTb MPUMEPHO MeXAYy 3TUMW 34aHMSaMWU. Tak 6a3oBas CTaHuMs 6yaeT Ha
yoaneHmm 3,5 KM OT KaXAOro 34aHus U 6yaeT YBEPEHHO OCYLLEeCTBASTb CH60OpP AaHHbIX C
OKOHEYHbIX YCTPOWCTB.

basoBasd CTaHUMS COeAMHSAETCS C aHTEHHOM MPOBOAOM, MO3TOMY MOXET HaXOAUTbCS B
NO60OM MecCTe, yAO6HOM ang noakntoveHms Kk cetn Ethernet nnm 3G.

[Mocne ycCTaHOBKM 6a30BOM CTaHUMW M aHTEHHbl U MPOBEPKM KOPPEKTHOM pPaboThl
6a3zoBon cTaHumum yepes IOT Vega AdminTool MOXHO MpUCTynaTb K YCTAaHOBKE OKOHEYHbIX
YCTPOUCTB.

C nomolubto TecTepa CeETN MOXHO y6e,£l,l/ITbCﬂ B Ka4eCTBE CUIMHala Ha MeCTeE YCTaHOBKN
OKOHEYHOT O yCTpOI7ICTBa. Hanee nooknto4nTb yCTpOI7ICTBO MNo cCxeme COornaCHoO pPykKoBOACTBY
Mo 3KCrnayaTaumm Ha KOHKPEeETHOE yCTpOl7ICTBO. N HaxkaTb KHOTKY aKTUBaLUWW Ha njiate.

KoppeKTHOCTb pabOoTbl OKOHEYHbIX YCTPOMCTB TakXe MOXXHO npoBepsaTh Yepes IOT Vega
AdminTool.

HOCTDOGHI/IG CETWM 3aBepLUEHO.
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